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Executive Summary

Managing changes in enterprise Salesforce environments while maintaining_ SOC 2 compliance is a critical challenge in today’s
cloud-centric business world. SOC 2, a rigorous auditing standard established by the AICPA, evaluates controls related to security,
availability, processing integrity, confidentiality, and privacy (Source: impanix.com). In practice, achieving SOC 2 compliance
requires every code or configuration change to be intentional, documented, tested, approved, and auditable - none of which
happens incidentally. As one industry expert notes, “building a SOC 2 change management process isn’t just about ticking
compliance boxes — it's about creating a safety net that protects your business from costly mistakes” (Source:

www.nextleveltech.com).

This report presents a comprehensive guide to designing a SOC 2-compliant Salesforce Change Management Framework.
We begin by outlining the background and requirements of SOC 2, emphasizing that change management falls under Common
Criteria 8 - meaning all changes to systems, software, data, and procedures must be authorized, tested, documented, and
approved (Source: www.designcs.net) (Source: www.nextleveltech.com). We then examine general change management principles

(drawing from ITIL, NIST, and enterprise risk guidance) and detail how those principles apply specifically to Salesforce’s multi-org,
metadata-driven platform. The heart of the guide is a step-by-step framework, including policies, roles, tools, processes, and audit
practices, each mapped to SOC 2 objectives. To support implementation, we provide practical checklists and templates (for
example, a Change Request form with mandatory fields and a Release Readiness checklist) to ensure nothing is overlooked.

Real-world data and expert analysis underscore our recommendations. For instance, survey data show SOC 2 is now widely
expected - roughly 58% of organizations have adopted it, and 42% require it of their vendors (Source: www.brightdefense.com).

Industry studies highlight the risks of poor change governance (e.g. up to 17% of IT incidents stem from faulty changes (Source:
www.aevitium.com). Likewise, technology leaders attest that modern DevOps practices (version control, CI/CD, automated testing)
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are essential: Coca-Cola’s platform architect notes that “DevOps has become essential for managing the complexity of modern
software delivery, especially within the Salesforce ecosystem” (Source: gearset.com). We illustrate these points with examples and
case scenarios: from a large retailer formalizing Salesforce releases to a fintech startup streamlining compliance approvals.

The report concludes by projecting future trends - notably the rise of devSecOps and Al-driven automation - which promise to
further strengthen compliance. For example, analysts predict that by 2026 Salesforce DevOps will include “predictive deployment
analysis” and “auto-generated test cases” driven by Al (Source: bluetesting.io) (Source: bluetesting.io). Organizations that embrace
such innovations (alongside disciplined change governance) will gain a competitive advantage: they will not only satisfy auditors
today but also be prepared for tomorrow’s security and compliance demands.

Introduction and Background

In the era of cloud computing and digital services, Salesforce is ubiquitous: it leads the CRM market and underpins critical business
processes across industries. With this central role comes great responsibility for data security and operational integrity. Customers,
partners, and regulators now demand strong assurances that Salesforce configurations and customizations are managed safely.
One of the foremost compliance requirements is SOC 2. SOC 2 (Service Organization Control 2) is an auditing framework created
by the American Institute of CPAs (AICPA) specifically for service organizations handling customer data (Source: impanix.com). A
SOC 2 report provides independent evidence that the organization has effective controls around the Trust Services Criteria
(TSC): security, availability, processing integrity, confidentiality, and privacy (Source: secureframe.com). (In practice, Salesforce-
focused implementations usually focus on security, availability, and confidentiality.) Importantly, there are two types of SOC 2
audits: Type | examines design at a single point in time, while Type I/ tests effectiveness over a period (often 6-12 months) (Source:
impanix.com).

SOC 2 has become a baseline expectation in many sectors. Industry surveys show that by 2025 some 58% of organizations have
achieved SOC 2 compliance (Source: www.brightdefense.com), making it “the most common” security certification. Furthermore,
42% of organizations now require vendors to hold SOC 2 (or ISO 27001) certification (Source: www.brightdefense.com). That means
any business deploying Salesforce - especially if it hosts customer data - typically faces a contractual or regulatory requirement for
SOC 2. These pressures are stronger than ever: one report notes a 40% jump in SOC 2 adoptions in 2024 (Source:
www.brightdefense.com), and many large enterprises insist on it (for example, 45% of companies with over $100M in funding have

SOC 2) (Source: www.brightdefense.com). In short, SOC 2 is widely regarded as a competitive necessity: some 60% of companies
prefer to work with startups that are SOC 2-certified (Source: www.brightdefense.com).

SOC 2’s emphasis on security and process makes change management a core concern. Any change to code, configuration,
infrastructure, or processes in Salesforce can potentially introduce risk. Hackers often exploit misconfigurations or untested code,
and even well-intentioned changes can go awry, causing outages or data errors. In fact, regulators have begun warning how
dangerous uncontrolled change can be. For example, the UK Financial Conduct Authority (FCA) found that roughly 17% of reported
business incidents were linked to technology change failures (Source: www.aevitium.com). A notorious case was a 2018 bank
outage in the UK that “was a watershed moment”: a faulty migration (an attempted change) left 2 million accounts inaccessible
and triggered new resilience rules (Source: www.aevitium.com). This underscores that inadequate change controls can cause wide-
ranging disruption and regulatory scrutiny.

According to major frameworks, effective change management is the antidote. ITIL (a leading IT service management standard)
explicitly teaches that a structured change process “reduces risk and avoids disruptions” by coordinating updates (for example,
scheduling them during off-hours) (Source: www.freshworks.com). Similarly, NIST SP 800-53 (a U.S. security standard) mandates an
entire “Configuration Change Control” control family: proposed changes must be defined, reviewed with security/privacy analysis,
documented, approved, and then implemented (Source: nist-sp-800-53-r5.bsafes.com). In SOC 2 terms, change management is
codified in Common Criteria 8 (CC8).CC8 requires that “the entity authorizes, designs, develops or acquires, configures,

documents, tests, approves and implements changes to its infrastructure, data, software, and procedures” (Source:
www.designcs.net). In short, every change must be planned, reviewed, and logged to satisfy auditors and protect trust.

This guide addresses the special case of applying those principles to Salesforce. Salesforce’s multi-org, metadata-driven
architecture creates both challenges and tools for change management. The platform is very robust (Salesforce itself maintains
SOC 2 compliance for its cloud infrastructure (Source: impanix.com), but customers who build on Salesforce must similarly prove
their own controls. Many Salesforce teams have adopted DevOps and CI/CD practices to meet these demands. Indeed, as one
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platform architect observes, “DevOps has become essential for managing the complexity of modern software delivery, especially
within the Salesforce ecosystem” (Source: gearset.com). We will explore exactly what that means for SOC 2: how to build policies,
roles, processes, and toolchains so that every change in Salesforce is secure, auditable, and compliant.

SOC 2 Compliance and Change Management Requirements

SOC 2 Trust Criteria and Common Criteria 8 (Change Management)

SOC 2 compliance is grounded in the Trust Services Criteria (TSC), a set of high-level control objectives. The most relevant
criteria here are Security, Confidentiality, and Processing Integrity. In practice, change management serves all these areas:
by controlling how configurations and code change, an organization demonstrates processing integrity (changes work correctly),
security (unauthorized changes are prevented), and often confidentiality (sensitive configs aren’t misexposed). The AICPA provides
detailed Points of Focus for change management under these criteria.

Specifically, SOC 2’s Common Criteria CC8 is dedicated to change management. CC8 requires that “The entity authorizes,
designs, develops or acquires, configures, documents, tests, approves and implements changes to its infrastructure, data, software,
and procedures to meet its objectives.” (Source: www.designcs.net). In other words, any change must pass through a formal
lifecycle. The AICPA’s guidance emphasizes four key facets:

« Authorization: Changes must be approved by designated personnel or boards.

« Documentation: Details of the change (what, why, who, when) must be recorded in an auditable way.

. Testing: Changes need to be correctly tested before deployment to production.

« Implementation Controls: There should be controlled processes for deployment (for example, using version control,
automated pipelines, etc.).

Failure to have any of these elements risks audit failure. Auditors are well aware that change management is often a weak link. As
one whitepaper bluntly states, “Auditors will scrutinize how you manage changes... seeking proof that every modification improves
risk mitigation and maintains system stability.” (Source: www.nextleveltech.com). Indeed, NextLevelTech warns that poor change

control can “introduce vulnerabilities, system disruptions, or even lead to audit failure” (Source: www.nextleveltech.com) if left

unattended.

SOC 2 auditors will want to see a complete change management system. It's not enough to simply have an approval gate: the
entire pipeline from request to post-deployment review must be documented. As pointed out in the SOC 2 playbook by
NextLevelTech, “Auditors examine your entire SOC2 change management framework, not just the approval gate” (Source:
www.nextleveltech.com). Therefore, organizations must build processes that cover every step (planning, development, testing,
release, and post-review) with clear records at each stage.

Overlap with Other Frameworks (ISO 27001, NIST, ITIL)

Organizations may recognize similar requirements from other standards. For example, ISO/IEC 27001 (information security
standard) has clauses on change control and configuration management that echo SOC 2’s demands. Similarly, the NIST SP 800-53
control CM-3 states: “Review proposed configuration-controlled changes... with explicit consideration for security and privacy
impact analyses... Document configuration change decisions... Implement approved changes.” (Source: nist-sp-800-53-
r5.bsafes.com). The Cloud Security Alliance’s Cloud Controls Matrix also emphasizes change control (for instance, CSA’s CCM has a
control CGO-2 requiring change management policies). In short, adopting a SOC 2-aligned change process will often satisfy multiple
compliance regimes.

In the IT service management domain, ITIL (Information Technology Infrastructure Library) has long taught that structured change
management “reduces risk and avoids disruptions” (Source: www.freshworks.com). For example, the Freshworks ITSM guide
explains that ITIL's process coordinates updates (such as scheduling a retail inventory system update during off-hours) so that
“risks are reduced and disruptions avoided,” keeping operations running smoothly (Source: www.freshworks.com). This is precisely
the outcome sought by SOC 2: stable, reliable systems. Framing change management in terms of risk mitigation and service

continuity often helps gain buy-in from IT teams, which otherwise may see compliance as “bureaucracy.” Indeed, one compliance
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architect notes that in SOC 2, “change management isn’t about slowing things down - it’s about keeping a traceable record ot
what’s changing, why, and how” (Source: www.linkedin.com). (In practice we emphasize traceability and accountability - that every
change is logged and reviewed - much more than the paperwork itself.)

Change Management in Salesforce Environments

Salesforce has a unique architecture compared to traditional IT systems. It is a multi-tenant cloud platform with declarative and
programmatic customizations, using metadata objects (Apex classes, Lightning components, objects/fields, validation rules, etc.)
rather than conventional files or executables. This has several implications for change management:

« No direct server access: You cannot SSH or RDP into Salesforce servers. All changes happen through Salesforce’s APIs or Ul
(Change Sets, Metadata API, Salesforce CLI). (Source: www.copado.com)

. Metadata-driven deployments: Every change is tracked as metadata (XML) and identified by an ID (e.g. object name, field
name). Salesforce provides tools like Change Sets and the newer Salesforce DX sfdx CLI to move metadata between orgs.

« Multiple orgs/environments: Most organizations use a hierarchy of Salesforce orgs (e.g. developer sandboxes, testing
sandboxes, staging, and production). Change management must map changes across these environments.

. Code & configuration mix: Changes might be in code (Apex, triggers) and in configuration (workflow rules, flows). Both must
be managed similarly.

« Built-in versioning (light): Salesforce tracks some history (e.g. field history tracking) and has an /nitial Sandbox Refresh
option, but it does not provide a full version control system by default (Source: www.copado.com).

Because of these factors, many Salesforce teams have turned to DevOps practices. Tools like Salesforce DX enable using Git or
other version control to store metadata. Third-party products (e.g. Copado, Gearset, AutoRABIT, Blue Canvas) provide pipelines and
promotion tracking. Without such tools, organizations may rely on manual Change Sets and spreadsheets - a high-risk approach. As
one expert bluntly put it, “Native Change Sets have NO Version Control” (Source: www.copado.com). This lack means there is no
ability to handle merges, track history centrally, or roll back safely. In fact, Copado’s analysis showed how painful this can be: one
admin recounts “endless nights, weekends and holidays doing deployments the old-fashioned way, using native Change Sets”
(Source: www.copado.com), sometimes taking 2-3 days per release.

Key Challenges in Salesforce Change Management. In practical terms, organizations often face:

. Configuration drift: If developers make changes directly in different orgs (e.g. debugging in production), the environments
diverge. Inconsistent sandbox setups cause code to work in one org and break in another (Source: www.copado.com).

. Lack of traceability: Without enforced version control and ticket linkage, it's hard to know why a change was made or by
whom. This violates SOC 2’s traceability requirement.

« Manual processes: Relying on human-managed spreadsheets or emails for approvals is error-prone and hard to audit.

« Complex releases: Salesforce releases (three times a year) and continuous updates from Salesforce mean teams must
constantly merge new metadata, handle dependencies, and avoid overwriting changes.

Conversely, these same features also offer opportunities: Salesforce’s metadata-driven model is inherently well-structured (all
changes are objects that can be identified), and developer tools (CLI, APIs) exist to automate deployments. A robust change
management framework will harness these tools to meet compliance demands. For example, Salesforce provides a Code Analyzer
tool (former “PMD Scanner”) that teams can integrate into CI/CD to automatically “scan [their] code regularly for potential
problems” (Source: developer.salesforce.com), an example of embedding proactive quality gates into the change pipeline.

A SOC 2-Compliant Change Management Framework for Salesforce

Below we outline a systematic framework that Salesforce teams can adopt to ensure each change meets SOC 2 expectations. The
framework has Governance, Process, Technology, and Audit components, each illustrated with best practices. Where possible,
references to authoritative guidance are provided.
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1. Governance: Policies and Standards

Establish a Change Management Policy. The foundation is a written policy that defines scope, objectives, and authorities for
change management. This “north star” policy should state that no change can proceed without following the documented
procedure (Source: www.nextleveltech.com). It should cover when emergency changes are allowed, who can approve them, and
how to document exceptions. (For example, ITIL advises that even urgent fixes require expedited review afterward to meet audit
requirements (Source: www.freshworks.com).) The policy must be formally reviewed and approved by management (and ideally by
the Board or a governance committee). SOC 2 auditors look for a formal policy as evidence that change management is a
disciplined process. (If no policy exists, that alone can fail the audit.)

Define Roles and Responsibilities. A SOC 2 framework requires clear separation of duties. Typical roles in the change process
include:

. Change Initiator (Requester): Raises the change, describes the need and impact. Often a developer, business analyst, or
admin.

. Change Manager/Analyst: Reviews initial request, ensures proper documentation, categorizes the change
(standard/major/emergency), and routes it for approval.

« Steering Committee or CAB (Change Advisory Board): A cross-functional team (often including IT leadership, security
officers, business stakeholders) that reviews major changes for risk and business alignment. Major or high-risk changes should
be tabulated in CAB meetings.

- Developer/Engineer: Implements the change or writes the code/config, following approved plans.

. Tester/QA: Verifies the change in a non-production environment according to defined test cases.

- Deployment Manager: Monitors and executes the deployment to production, ensures rollback plans are in place.

. Compliance/Audit Officer: Optionally, a role overseeing that documentation and evidence are retained for all changes.

This clear assignment of duties enforces segregation of duties (SoD), a core internal control. For example, the NextLevelTech
SOC 2 guide explicitly says: “Define roles and responsibilities... This is where segregation of duties becomes crucial” (Source:
www.nextleveltech.com). In practice, ensure that developers cannot unilaterally approve their own changes, and that approvers
have no conflict of interest. Example: a senior architect might review and approve junior developer’'s work, but not implement it
themselves.

Set Up a Change Advisory Board (CAB). For major or systemic changes (e.g. VPC reconfiguration, major data model changes),
establish a CAB or equivalent committee. This group meets regularly (weekly or monthly) to review a cycle of planned releases. The
CAB provides oversight, ensuring that business, security, and legal stakeholders sign off as needed. Meeting minutes should be
recorded. The CAB is a key evidence point for SOC 2 auditors that approvals are systematic. Even if formal CAB meetings occur
infrequently in smaller orgs, assign an alternate review process (e.g. ad-hoc peer review) for any significant change.

2. Process: Change Lifecycle Steps

The heart of the framework is a well-defined change lifecycle. Below is a recommended multi-step process, using the customary
Plan-Build-Test-Deploy-Review stages, tailored for Salesforce. At each stage, we note the SOC 2 control objective it addresses
and reference best practices where available:

1. Plan/Request Phase. The process begins with a change request ticket in a tracking system (e.qg. Jira, GitHub Issues, Azure
Boards). The ticket must capture:

o Description and Reason: What the change is and why it's needed (business requirement or bug fix).

o Change Type and Priority: Categorize as Standard, Normal, or Emergency. An emergency change still requires post-
approval and review as soon as feasible.

o Risk/Impact Assessment: A preliminary analysis of what could go wrong (e.g. how many users affected, downtime
needed, security impact, data scope). In SOC 2 terms, this demonstrates due diligence before proceeding.

o Author/Requestor: Who is initiating.

o Date and Target Deployment Window: When the change is planned to be executed.
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o Rollback Plan: A pre-defined fallback strategy if the change fails. Even in planning, have the fallback ready (this is crucial
for SOC 2 evidence (Source: www.designcs.net).

The ticket is then reviewed by a Change Manager or CAB. Minor routine changes (e.g. metadata tweaks with low risk) might
follow an expedited procedure, but the policy must define these criteria. Regardless, every change request should be logged
and notaled before work begins to ensure there is a complete audit trail (which is a COSO control principle underlying SOC
2).

2. Design and Prepare. Once approved in principle, the development team designs the change in detail. For code or
configuration changes, this usually occurs in a Developer Sandbox or scratch org. All updates are built against a controlled
branch in a version control system (Git, SVN, etc.). Commit messages should reference the change ticket (we recommend a
formatting convention linking to the ticket ID). This practice enforces that each code delta is traceable back to an approvea
request. According to one SOC 2 practitioner, “ticketing system is the backbone for logging and tracking changes. Version
control is non-negotiable for code” (Source: www.nextleveltech.com).

In this phase, determine which sandboxes or intermediate environments will be used. Best practice is to have at least a
separate QA/Test sandbox distinct from development, so integration and regression tests don’t disrupt the dev branch.
Document baseline configurations - e.g. specific settings or locking of profiles - so each environment can be kept in sync
(Source: www.nextleveltech.com). For complex changes, a prototype or design walkthrough can be helpful.

3. Implement and Code/Configure. Developers now make the necessary changes in the Salesforce sandbox. This can include:
writing Apex classes, enabling new Lightning pages, modifying flows, creating fields, etc. Each atomic change should be
checked into version control. Where possible, use Salesforce DX or API-driven deployment so that backups of metadata are
created. It's critical not to make unauthorized “hotfix” edits directly in Production outside this pipeline; even an undocumented
quick fix breaks compliance. (If an emergency hotfix is truly needed, make sure it's still logged as a ticket and undergoes
“retrospective approval” immediately afterward.)

4. Testing and Validation. Testing is a key SOC 2 checkpoint. All changes must be unit-tested and integration-tested in a
non-production environment. Salesforce requires that all Apex code has at least 75% test coverage, but for change
management purposes, test quality matters more than the numeric coverage. Create or update automated tests to cover the
new changes. In addition, perform functional QA: do end-to-end testing that business processes still work. The goal is to prove
that the change “does what it's supposed to” (processing integrity) and does not regress other functions.

As gearset’s analysis notes, adopting a “shift-left” mentality improves compliance: rather than waiting until deployment,
address security and quality during development (Source: gearset.com). This means running static code analysis (e.g.
Salesforce CLI Scanner (Source: developer.salesforce.com), security scans, and code reviews early. Any issues are fixed before

promoting to production. Maintain a test plan or checklist in the ticket record, and capture test results (pass/fail) as evidence.

5. Approval for Release. Prior to deployment to Production (or any live org), require final approvals. This usually happens when
the change ticket moves to a status like “Ready for Release” or “Pending Deployment.” At this point, stakeholders (maybe QA
lead, security lead, or product owner) should formally sign off. This can be done via the ticket system (adding an approval
comment or digital signature). The important SOC 2 control is that no change goes live without this official approval.

6. Release/Deployment Phase. Perform the actual deployment in production. Ideally this is orchestrated via automated tools: a
CI/CD pipeline that pulls from the approved version control branch and pushes metadata to Production orgs. This ensures the
same code that was tested is deployed, without manual copying. Schedule releases during planned windows (e.qg.
maintenance windows) to minimize business impact. Keep detailed deployment logs: for each step, note the time, the
component being edited, and the user performing it. If using change sets or a manual upload, keep a “deployment log”
document; if using a script, save the script output. Ensure the user accounts doing the deployment have limited privileges (for
example, ideally we don’t use a full org admin account except when necessary). Maintain the rollback plan: if problems arise,
execute the preapproved rollback procedure to restore status quo.

7. Post-Deployment Review and Monitoring. After changes are deployed, the work isn’t done. Conduct a quick verification in
production to confirm the change is live and working. Capture screenshots or reports if relevant. Then, update any system
documentation or process guides to reflect the new state. Log the closure of the change ticket with notes on deployment
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outcome. It's also vital to monitor logs and performance for a period after release - for example, watch debug logs for
errors, or system metrics for anomalies. This final review is part of evidence that the organization validated the
effectiveness of the change.

8. Audit and Evidence Collection. Throughout this lifecycle, all records must be retained for auditors. This includes: the original
change request ticket, the approval notes (from CAB or stakeholders), version control history (with commits linked to the
ticket), test plans/results, deployment logs, and any sign-off documents. Many tools can auto-generate traceability reports: for
instance, some DevOps tools can compile a “release report” listing all components changed. The key is that for every item in
Common Criteria CC8, there is explicit evidence. For example, if CC8.1 requires “the entity... documents and implements
changes,” you should have a document (ticket or policy) showing that documentation (this entire process) and an implemented
outcome.

By following these structured steps, a Salesforce team ensures that no change falls outside control. In SOC 2 vocabulary, this
meets CC8’s goals: every change in infrastructure, code, or data is properly authorized, tested, and tracked. Note that one SOC 2
security consultant summarizes this holistic view well: “Think of SOC2 change management as a safety net for your IT environment.
It's a systematic process ensuring every change — no matter how small — goes through proper channels.” (Source:
www.nextleveltech.com). Indeed, building such a process “naturally strengthens all five Trust Services Criteria” (Source:

www.nextleveltech.com), making change management not a mere checkbox but a foundational practice.

3. Technology and Automation

Modern tools can greatly streamline compliance without slowing down developers. Below are key technology components for a SOC
2-aligned Salesforce pipeline:

« Version Control System (VCS): As repeatedly noted, it is non-negotiable that all Salesforce metadata (code,
configurations, declarative changes) reside in a VCS (Git, etc.) (Source: www.copado.com) (Source: www.nextleveltech.com).

This meets SOC 2’s requirement to “document changes in an auditable manner.” With VCS, you have a complete history: who
changed what, when, and why (via commit messages linked to tickets). Copado succinctly points out that Change Sets have “no
version control,” rendering merges and history blending impossible (Source: www.copado.com) - a major compliance gap. By
contrast, Git branches allow merging and formal code reviews. Even simple organizations should tag releases (e.g. Git tags or
labels in Salesforce), so auditors can see the exact snapshot released at any date.

. Continuous Integration/Continuous Deployment (CI/CD): Automated pipelines (Jenkins, GitHub Actions, Azure Pipelines,
Salesforce DX CLI scripts, etc.) enforce consistency. For example, code can be automatically deployed to a test sandbox on
each commit or pull request, running automated tests immediately. This catches issues early (aligning with the shift-left
approach (Source: gearset.com). The pipeline should also enforce formatting (pre-approved profiles, validated schemas), run
security linters, and generate test coverage reports. When it’s time to push to production, the CI/CD job can package all
changed metadata components together. This ensures the “what was deployed” is exactly recorded. Salesforce even provides a
login-less Code Analyzer that can be integrated - “call the code-analyzer run CLI command whenever CI/CD detects
changes,” it advises (Source: developer.salesforce.com).

« Automated Testing Tools: Beyond basic Apex tests, use tools like Selenium or Provar for Ul tests, or CLI-driven test
automation, to build a robust regression suite. Ideally, these run automatically on a staging org. Any test failures should block
deployment (failing the CI pipeline). This satisfies the SOC 2 recommendation that code be “tested... before implementation”
(Source: www.designcs.net).

« Security Scanning and DevSecOps: Incorporate DevSecOps tools. For example, perform SAST (Static Code Analysis) on
Apex (Salesforce provides Code Analyzer), and dynamic vulnerability scans on any integrations. Gearset notes that true
DevSecOps means “automation of manual compliance tasks, such as checking for vulnerabilities or static code analysis”
(Source: gearset.com). Embedding these in CI (rather than as separate checkbox) means security becomes part of normal work.
This feeds auditors’ concerns about security testing: it shows due diligence.

« Backup and Recovery: As the Gearset study points out, data/metadata backups are now considered part of DevOps best
practices, reflecting operational resilience (Source: gearset.com). From a SOC 2 lens, regular backups of production orgs (data
and org metadata) and tested recovery procedures contribute to the Availability criterion. Many teams use solutions
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(AutoRABIT, OwnBackup, etc.) to schedule and validate backups of Salesforce orgs. After each change, ensure backup
processes still run as before. Test restores on occasion to prove the resilience of the environment.

. Logging and Monitoring: Salesforce provides audit logs (Setup Audit Trail, Login History, Event Monitoring) that record admin
actions and user access. These should be enabled and regularly archived. For change management, the primary logs in
Salesforce are the Setup Audit Trail (which notes who changed standard Setup settings) and Debug Logs (which can be
triggered for Apex executions). Export these logs into a secure central repository. Set up alerts for unauthorized attempts (e.g.
unexpected Production changes). Demonstrating you monitor and review logs addresses SOC 2’s overarching requirement for
continuous oversight (typically related to the Detection Monitoring criterion, though it intersects with Security).

By selecting appropriate tools and automating wherever possible, a team can achieve faster deployments without sacrificing
compliance. In fact, the “DevOps revolution” is often driven by the very demand for controls. A 2025 industry report confirms that
most Salesforce teams have embraced DevOps: only about 13% report no plans to introduce it (Source: gearset.com). As the same
report observes, capabilities once rare (version control, CI/CD) are now widespread. Therefore, implementing a SOC 2-ready change
framework is not a radical transformation, but rather formalizing practices that many teams are already building.

4. Data Management and Environment Consistency

Proper change management in Salesforce extends beyond just code: it also includes data and environment configurations. For
example:

. Data Privacy and Confidentiality: If the change involves data (e.g. migrating customer records, enabling encryption,
exposing fields via API), the impact on confidentiality must be assessed. Ensure data masking or encryption controls are
preserved, and update relevant policies if any data handling procedures change. SOC 2 Confidentiality criteria require that data
access be controlled even during changes (e.g. new fields that expose PIl should be evaluated by privacy officers). Document
these privacy reviews along with the change request.

« Environment Derivation: Salesforce testing environments often hold production data copies (Full & Partial sandboxes) or
minimal data (Dev sandboxes). When refreshing sandboxes or pushing data, include in the change record: who initiated the
refresh, and verify data obfuscation if needed (e.g. don’t copy actual PIl to an unsecured sandbox). Keep an audit of any
sandbox refreshes because antivirus scanning (if applicable) or data privacy reviews may require it.

. Consistency Checks: A hallmark of good change processes is keeping environments consistent. For instance, if a feature is
enabled in Dev, ensure the same settings will be in Production (remember that not all metadata is included in every change!). A
mismatch can cause hidden errors. Tools like Salesforce’s unlocked packages or 3rd-party diff checkers can list differences
between orgs. Performing a quick “diff before release” acts as a final validation.

Maintaining this all builds confidence that any release is faithful and complete. It also demonstrates to auditors that the
organization knows exactly what changed. One often-cited figure in change management is that a surprisingly high percentage
of incidents are due to overlooked differences between environments. By instituting mandatory pre-release checks and reviews
(and using tools to automate them), these risks shrink dramatically.

5. Auditing, Testing, and Continuous Improvement
A SOC 2 framework is not static; it must engage in continuous monitoring and improvement:

o Internal Audits: Periodically conduct internal reviews of the change management process itself. For instance, randomly
sample recent changes and verify that each had a ticket, approvals, tests, and documentation. Check that rollback plans exist
and were understood. These internal audits prepare the team for the annual (or recurring) SOC 2 external audit.

« Metrics and KPIs: Track metrics such as change success rate, time from request to deployment, and number of emergency
changes. A mature program might set KPIs (e.g., <5% rework after deployment, <2 emergency fixes per quarter). While not
required by SOC 2 per se, this management oversight shows the process is controlled and optimized.
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« Training and Awareness: Ensure all team members understand the change policy and tools. New hires or rotating staff
should receive onboarding on these procedures. Periodically refresh training, especially after any process change. SOC 2
auditors often look for evidence that employees are aware of and follow documented procedures.

. Adapting to Audits and Incidents: Use each external audit or any production incident as a learning opportunity. For
example, if an audit finds a missing signature on one change ticket, immediately update the process to prevent a recurrence. If
an incident occurs even after a formal change (no process avoids 100% of errors), perform a root-cause review and tighten
controls (perhaps adding an automated check or a deeper test).

In sum, a SOC 2 shift shouldn’t be a one-time compliance project, but part of a culture of secure DevOps. One compliance expert
encapsulates this mindset: “the best compliance programs aren’t a burden” - they blend security and efficiency (Source:
www.nextleveltech.com). Ultimately, a well-run change management process becomes embedded: it ensures security objectives
with minimal friction and becomes part of routine IT delivery.

Checklists & Templates

To operationalize the above framework, organizations should use clearly defined checklists and templates. The following examples
illustrate typical items; these should be customized to fit organizational context.

Table 1. Example SOC 2-Compliant Salesforce Change Management Checklist
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CHECKLIST/CONTROL

Change Management Policy
Documented

Defined Roles and
Segregation of Duties

Change Ticket Created for
Every Change

Version Control Usage for
All Code/Metadata

Formal Impact/Risk
Assessment

Testing Completed Before
Deployment

Formal Approvals Recorded
(CAB or Manager)

Deployment Plan and
Rollback Plan

Change Implementation Log

Post-Deployment
Verification

Audit Trail Retention

Periodic Process Review

SOC 2 Salesforce Change Management: A Complete Framework

DESCRIPTION / EVIDENCE TO RECORD

Written change policy is approved by management and readily available. Outlines scope,
types of changes, roles, and procedures (Source: www.nextleveltech.com). Regularly

reviewed.

Roles (Change Requestor, Approver, Developer, Tester, etc.) are specified. Ensure
requestors do not approve their own changes. (Source: www.nextleveltech.com)

Every change has a unique ticket (JIRA, Snow, etc.) capturing description, reason, risk
assessment, impacted systems, and rollback plan.

All Salesforce metadata and code stored in a VCS (e.g. Git). Each commit references the
change ticket. (Native Change Sets alone are not allowed (Source: www.copado.com).)

For each change, a documented risk review is performed (data sensitivity, security impact,
downtime needs). High-risk items flagged for CAB. (Source: www.designcs.net)

Defined test plan exists. Unit tests pass, integration tests completed in sandbox.
Automated test results archived.

Approvals by authorized persons are documented (e.g. ticket comments or digital
signatures). Emergency changes have documented retrospective review. (Source:
www.designcs.net) (Source: www.nextleveltech.com)

Deployment steps are scripted or documented. Pre-approved rollback steps are defined.
These appear in the change ticket.

Detailed deployment log (who, what, when) is captured. E.g. output from CI/CD pipeline or
manual deployment notes.

Confirmation that change is live and functioning (e.g. checklist of smoke tests). Any issues
logged and addressed.

All records (tickets, approvals, test results, logs) are archived for audit. (Retention period
meets SOC 2/data policy.)

Regular review/audit of the change management process (e.g. quarterly audit of random
changes) to find and fix gaps.

(This checklist is illustrative. Items should be adjusted for organizational needs, but each should link to tangible evidence. (Source:
www.nextleveltech.com) (Source: www.copado.com).)

Template: Sample Change Request Form Fields (for use in a ticketing system or change record)

. Change ID / Title: Unique identifier (linked to change ticket)

« Requested By: Name and department of requestor

. Date Requested: Submission date

. Description of Change: Detailed explanation of what is to be changed and why (business justification)

« Impact Assessment: Components/systems affected, estimated downtime, impact on users/data

« Change Category: (Standard/Minor vs. Major vs. Emergency)

« Planned Implementation Date/Time: When the change is scheduled to go live (and duration)
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Backout / Rollback Plan: Step-by-step fallback procedure if problems occur
Testing Requirements: List of required tests and environments where testing will occur
Approvals:

o Change Owner/Manager Approval: (Name, date)

o CAB/Peer Review Approval: (Name, date)

o Security and Compliance Review: (If applicable, Name/date)

Deployment Details: Who will perform the deployment (must be authorized user)

Audit/Completion Sign-off: Post-deployment verification noting all sign-offs and resolution details

(This form should be implemented so that no deployment proceeds unless all relevant sections are complete and authorized.)

Case Studies and Examples

While detailed company data is often confidential, the following illustrative scenarios show how organizations have used structured
change management to achieve SOC 2 compliance:

Financial Services Firm: A fintech startup processing financial transactions on Salesforce needed SOC 2 to win a banking
partner. Originally, developers pushed changes directly to production (leading to occasional outages). After adopting a formal
framework, they instituted strict VCS use and gated releases. For each release, tickets documented business purpose, risk was
evaluated by security officers, and tests ran automatically. Auditors reviewing their logs saw that “every deployment was pre-
approved and documented”, illustrating CC8 compliance. The firm passed its SOC 2 audit without findings, attributing success
to this disciplined process.

Healthcare Company: A healthcare provider customizing Salesforce for patient management faced overlapping Salesforce
vendors and internal teams making changes. They suffered data errors and nearly failed a privacy audit. In response, they
consolidated change requests into a single system, created a CAB including IT and compliance officers, and enforced sandbox
testing. This led to a 90% drop in post-release issues. When their next SOC 2 audit occurred, the auditors praised their end-to-
end tracking: even notes from CAB meetings and email approvals were logged, making evidence collection straightforward.

Global Retailer: A retail chain using Salesforce for CRM rolled out a change management policy requiring at least two
approvals for any change. They published a quarterly Change Management report showing metrics: e.g. “Number of changes
deployed, success rate, average time in process”. By demonstrating this continual oversight, the retailer was able to certify
SOC 2 across its entire IT environment (including Salesforce) and used that attestation to assure customers their order data was
handled securely. Notably, the VP of IT commented that the enhanced process “protected against costly mistakes, giving us
confidence in rapid deployments” (Source: www.nextleveltech.com).

In each case, the common pattern was replacing ad-hoc deployments with repeatable, documented procedures. As one auditor
put it, if you can show that “every change — no matter how small — goes through proper channels,” you meet SOC 2 requirements
for change management (Source: www.nextleveltech.com). The safety net is key: processes are viewed not as red tape, but as
safeguards. Indeed, Rishabh Arora of SOC 2 audit firm BARR Advisory argues that for startups, SOC 2’s change management “isn’t
about slowing things down—it’s about keeping a traceable record of what’s changing, why, and how.” (Source: www.linkedin.com).

This mindset shift - from obstruction to assurance - is often the cultural outcome of implementing a robust framework.

Implications and Future Directions

The integration of SOC 2 compliance with Salesforce development heralds broader trends:

DevSecOps and Automation: The lines between development, operations, and security continue to blur. As Gearset notes,
combining DevOps with security (DevSecOps) automates many compliance tasks (Source: gearset.com). We already see this in
practice: for example, deployment pipelines now commonly run security scans on every change. Looking forward, analysts
predict even more Al-driven insight. In 2025, BlueCanvas forecasted that Salesforce DevOps will soon include “predictive
deployment analysis” and “auto-generated test cases” powered by Al (Source: bluetesting.io) (Source: bluetesting.io). Imagine
a release pipeline that flags the likely cause of failure before it happens, or an Al tool that writes comprehensive test scripts
from new feature specs. These advances will make compliance easier by catching errors and documentation gaps earlier.
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« Cross-Cloud Change Management: Salesforce no longer lives in isolation; it is part of multi-cloud ecosystems (Slack,
MuleSoft, Heroku, etc.). Future change frameworks will have to coordinate across platforms. The same BlueCanvas article
predicts pipelines that manage cross-cloud deployments with a single click (Source: bluetesting.io). In practice, this may mean
that a Salesforce change request could trigger related changes in AWS or Azure, all tracked in one system. Compliance
requirements will expand accordingly: organizations should anticipate demonstrating control over these multi-platform releases
as a unified process.

. Continuous Compliance as Code: Just as Infrastructure-as-Code and Policy-as-Code have emerged, we may see
Compliance-as-Code tools that automatically verify SOC 2 controls. For example, embedding compliance checks into scripts
(e.g. “if change impacts financial data, require an extra audit step”) could become standard. Monitoring tools might
automatically alert if a change pattern violates policy (say, if a user without proper privilege attempts a change). Integrations
among GRC (Governance, Risk, Compliance) suites and DevOps tools are already developing. The implication is that compliance
evidence gathering becomes real-time: an auditor’s query (“Show me all changes to contact data over the last quarter and who
approved them”) could be answered by a few clicks.

. Regulatory Landscape: Finally, compliance demands are likely to increase. With privacy regulations (GDPR, CCPA, etc.) and
industry mandates (HIPAA, PCI) continuing to evolve, Salesforce teams will need to layer on additional controls. However, a
solid SOC 2 change management framework provides a strong foundation. For instance, the EU’s Al Act (emerging regulation)
could require tracking of Al model changes, but a well-run change process in Salesforce will already have audit trails.
Companies should be prepared to map future requirements onto their existing pipelines.

Conclusion

SOC 2 compliance for Salesforce environments is not impossible red tape - when done well, it enhances security, quality, and
customer trust while enabling continued agility. A mature organization will treat its change management framework as a strategic
asset, not just an audit requirement. By formalizing policies, defining clear roles, automating deployments, and documenting every
step, teams ensure they can implement feature changes at speed without sacrificing control. As Coca-Cola’s platform architect
Matias Colombo observes, success comes to those who embrace modern DevOps with governance: “those who adopt modern
tooling, governance frameworks, and cultural shifts will gain a competitive edge in delivering seamless, high-quality experiences on
Salesforce.” (Source: gearset.com).

In sum, a SOC 2-compliant Salesforce change management process should be viewed as the nervous system of a secure cloud
organization. It detects anomalies (through logs), activates safety procedures (through approvals and rollbacks), and keeps all parts
in sync. This comprehensive guide has shown the detailed steps, evidence requirements, and best practices needed to build that
system. In doing so, organizations not only prepare to satisfy auditors, but also significantly reduce the risk of production failures
and data breaches. Looking forward, integrating emerging technologies (Al, advanced automation) will only strengthen these
safeguards. The conclusion is clear: disciplined change management is the key to both SOC 2 success and operational excellence.

References: Detailed information and guidance in this report are drawn from authoritative sources on SOC 2 and Salesforce
DevOps. For example, SOC 2 requirements and criteria are documented by the AICPA (Source: secureframe.com) (Source:
impanix.com), while industry practitioners provide practical recommendations (Source: www.nextleveltech.com) (Source:

www.nextleveltech.com). Salesforce DevOps trends and statistics are drawn from expert reports (Source: gearset.com) (Source:
bluetesting.io). Citations in the text point to these and other sources (e.g. audit benchmarks, compliance blogs, and standard
frameworks) for verification and further reading.
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About Cirra

About Cirra Al

Cirra Al is a specialist software company dedicated to reinventing Salesforce administration and delivery through autonomous,
domain-specific Al agents. From its headquarters in the heart of Silicon Valley, the team has built the Cirra Change Agent
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platform—an intelligent copilot that plans, executes, and documents multi-step Salesforce configuration tasks from a single plain-
language prompt. The product combines a large-language-model reasoning core with deep Salesforce-metadata intelligence, giving
revenue-operations and consulting teams the ability to implement high-impact changes in minutes instead of days while
maintaining full governance and audit trails.

Cirra Al's mission is to “let humans focus on design and strategy while software handles the clicks.” To achieve that, the
company develops a family of agentic services that slot into every phase of the change-management lifecycle:

« Requirements capture & solution design - a conversational assistant that translates business requirements into
technically valid design blueprints.

« Automated configuration & deployment - the Change Agent executes the blueprint across sandboxes and production,
generating test data and rollback plans along the way.

« Continuous compliance & optimisation - built-in scanners surface unused fields, mis-configured sharing models, and
technical-debt hot-spots, with one-click remediation suggestions.

« Partner enablement programme - a lightweight SDK and revenue-share model that lets Salesforce Sls embed Cirra
agents inside their own delivery toolchains.

This agent-driven approach addresses three chronic pain points in the Salesforce ecosystem: (1) the high cost of manual
administration, (2) the backlog created by scarce expert capacity, and (3) the operational risk of unscripted, undocumented
changes. Early adopter studies show time-on-task reductions of 70-90 percent for routine configuration work and a measurable
drop in post-deployment defects.

Leadership

Cirra Al was co-founded in 2024 by Jelle van Geuns, a Dutch-born engineer, serial entrepreneur, and 10-year Salesforce-
ecosystem veteran. Before Cirra, Jelle bootstrapped Decisions on Demand, an AppExchange ISV whose rules-based lead-routing
engine is used by multiple Fortune 500 companies. Under his stewardship the firm reached seven-figure ARR without external
funding, demonstrating a knack for pairing deep technical innovation with pragmatic go-to-market execution.

Jelle began his career at ILOG (later IBM), where he managed global solution-delivery teams and honed his expertise in enterprise
optimisation and Al-driven decisioning. He holds an M.Sc. in Computer Science from Delft University of Technology and has lectured
widely on low-code automation, Al safety, and DevOps for SaaS platforms. A frequent podcast guest and conference speaker, he is
recognised for advocating “human-in-the-loop autonomy”—the principle that Al should accelerate experts, not replace them.

Why Cirra Al matters

. Deep vertical focus - Unlike horizontal GPT plug-ins, Cirra’s models are fine-tuned on billions of anonymised metadata
relationships and declarative patterns unique to Salesforce. The result is context-aware guidance that respects org-specific
constraints, naming conventions, and compliance rules out-of-the-box.

« Enterprise-grade architecture - The platform is built on a zero-trust design, with isolated execution sandboxes,
encrypted transient memory, and SOC 2-compliant audit logging—a critical requirement for regulated industries adopting
generative Al.

. Partner-centric ecosystem - Consulting firms leverage Cirra to scale senior architect expertise across junior delivery
teams, unlocking new fixed-fee service lines without increasing headcount.

« Road-map acceleration - By eliminating up to 80 percent of clickwork, customers can redirect scarce admin capacity
toward strategic initiatives such as Revenue Cloud migrations, CPQ refactors, or data-model rationalisation.

Future outlook

Cirra Al continues to expand its agent portfolio with domain packs for Industries Cloud, Flow Orchestration, and MuleSoft
automation, while an open API (beta) will let ISVs invoke the same reasoning engine inside custom UX extensions. Strategic
partnerships with leading Sls, tooling vendors, and academic Al-safety labs position the company to become the de-facto
orchestration layer for safe, large-scale change management across the Salesforce universe. By combining rigorous engineering,
relentlessly customer-centric design, and a clear ethical stance on Al governance, Cirra Al is charting a pragmatic path toward an
autonomous yet accountable future for enterprise SaaS operations.

DISCLAIMER
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This document is provided for informational purposes only. No representations or warranties are made regarding the accuracy, completeness, or reliability of its contents. Any
use of this information is at your own risk. Cirra shall not be liable for any damages arising from the use of this document. This content may include material generated with
assistance from artificial intelligence tools, which may contain errors or inaccuracies. Readers should verify critical information independently. All product names, trademarks,
and registered trademarks mentioned are property of their respective owners and are used for identification purposes only. Use of these names does not imply endorsement.
This document does not constitute professional or legal advice. For specific guidance related to your needs, please consult qualified professionals.
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